DISHBONUS

Privacy Policy of
Hospitality Digital GmbH - loyalty app “DISH BONUS”

The protection of our customers’ personal data is of the
highest priority for us. The following data protection infor-
mation notice is therefore intended to inform you about the
processing of your personal data and your rights within this
processing in accordance with Regulation (EU) 2016/679
(“GDPR”). In particular, we will clarify what personal data
we collect, for what purposes we process them, what tech-
nologies we use, to whom we transfer the personal data
and what rights you are entitled to under the GDPR.

1 General information

11 The Controller within the meaning of the GDPR is
Hospitality Digital GmbH, Metro-StraBe 1, 40235
Dusseldorf (hereinafter referred to as “HD”, “we”
or “us”). For certain processing activities related to
the services we provide, we are Joint Controllers
with our partner companies. A list of our partner
companies can be found ont the last page. Your
personal data shall only be processed by the part-
ner company located in the country where you
have your registered office.

1.2 If you have any questions regarding data protec-
tion, you can contact our data protection officer
using the following contact details: Hospitality
Digital GmbH, data protection officer, Met-
ro-StraBe 1, 40235 Dusseldorf, email: privacy@
hd.digital. The contact details of the data pro-
tection officers of our partner companies can be
found on the last page.

1.3 The terms used in this data protection notice shall
have the same meaning as in our General Terms
and Conditions, unless expressly stated otherwise
herein.
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Processing of personal data on our website

Automated processing of personal data when visiting
our website

21

2.2

When accessing and using our website, personal
data is automatically collected via the end-device
that you are using to access our website (e.g., your
computer, your mobile phone or a comparable
device with access to internet). These data are,
specifically:

e The IP address currently used by your device

«  Date and time of access to the website

e The browser type and the operating system
of your device

e The source website from which you accessed
our website

e The subpages visited on our website.

The processing of the IP address of your terminal
device is necessary for us to be able to provide
you with access to the website and to ensure the
functionality of the website. The processing of the
other data mentioned in section 2.1 of this privacy
policy is carried out for data security purposes
and for the security of our IT systems as well as

in order to optimise our services and improve our
website. The data mentioned in section 2.1 of this
privacy policy are stored in a separate log file and
are not linked to personal data stored elsewhere.
Except for statistical purposes and basically in
anonymous form, data can only be processed
within the scope of this privacy policy. The data
mentioned in section 2.1 of this privacy policy will
not be used for marketing or advertising purpos-
es. Processing is based on article 6, paragraph 1,
sentence 1 letter f) GDPR. The protection of our
website and the optimisation of our services are
the legitimate legal basis.

You got questions about DISH BONUS?
Write an email to: support-deu@dish.co
Go visit our Website: https://www.dish.co
Or just call us by phone: +49 211 9699980
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2.3 The data mentioned in section 2.1 of this privacy
policy will be stored until the purpose of the pro-
cessing is no longer applicable. The data required
to allow browsing our website (your IP address)
are deleted after the end of their respective use,
i.e. when you leave the website or close your
browser. The log files in which these data are
stored are deleted through an automated process,
usually within fourteen (14) days after the log file
has been created. If the other data mentioned in
section 2.1 of this privacy policy are processed by
us for evaluation purposes, no reference will be
made to the IP address. Accordingly, such data
may not be associated with your personal data.

cookies

To make our services and our website as user-friendly
as possible and to enable the use of certain functions
of the website, we use “cookies”. cookies are small
text files that are stored on your end device by your
browser. These a text files contain a unique string of
characters that enables the browser to be uniquely
identified when you access the website again. Some of
the cookies we use are necessary to allow you brows-
ing website (technical cookies). Other cookies are used
to analyse your use behaviour (analytics cookies) or for
advertising purposes (advertising cookies). Some of the
cookies we use are deleted after the end of a session,
i.e., after closing your browser (session cookies). Other
cookies are stored on your end device and allow us

to recognise your browser the next time you visit

our website (persistent cookies). By setting up your
browser so as to show the cookies settings, you can
individually accept or remove cookies for certain cases
or generally. You can find more detailed information
on this under the browser’s help function. Your browser
also contains settings options that prevent the use of
cookies. As a user, you therefore have full control over
the use of cookies. By changing the settings in your
browser, you can deactivate or restrict the transmis-
sion of cookies. cookies already stored can be deleted
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at any time. This can also be done automatically by
adjusting your browser settings accordingly. Individ-
ual cookies also offer further technical possibilities
(such as using an “opt-out cookie”) to object to the use
of the cookie. More information can be found in the
respective detailed description of the cookies below.
However, please note that, by preventing the use of
certain cookies, the operation of the website might be
limited. More specifically:

3.1 To allow the website to function properly, we use
technical cookies, for example to store language
settings and login information. The legal basis for
the processing of technical cookies is article 6,
paragraph 1, sentence 1 letter. f) GDPR. The func-
tionality of our website represents a legitimate
interest.

3.2 We use advertising cookies for advertising purpos-
es. By accepting our “cookie banner”, you agree to
the processing of your personal data by adver-
tising cookies. The legal basis for the processing
of advertising cookies is article 6, paragraph 1,
sentence 1 letter a) GDPR.

3.3 We use analytics cookies that allow us to track
your use of our website, for example, which
third party website you came to our website
from, which sub-pages of our website you visit
and which links you clicked on and how often.
The data we collect about you in this regard are
pseudonymised by us using technical precautions.
After pseudonymisation, the data can no longer be
associated with the related user. The data are not
stored together with other personal data. The use
of analytics cookies serves to improve our website
and the contents offered therein. By accepting
our “cookie banner”, you agree to the processing
of your personal data through analytics cookies.
The processing of these personal data is based on
article 6, paragraph 1 sentence 1 letter a) GDPR.
We use the following analytics cookies:

You got questions about DISH BONUS?

Write an email to: support-deu@dish.co
Go visit our Website: https://www.dish.co
Or just call us by phone: +49 211 9699980
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Adobe Analytics, a service offered by Ado-

be Systems Software Ireland Limited (4-6
Riverwalk Citywest Business Campus, Dublin
24, Republic of Ireland; “Adobe”). This service
uses cookies that are stored on your device
and allow us to analyse your use of the site.
The information generated by the cookie
about your use of this website (including your
IP address) is transferred to Adobe’s servers
in Ireland, where it is anonymised and then
transferred in an anonymised form to servers
in the United States for further processing
and stored there. Adobe uses this information
to evaluate your use of the site, to compile
reports on your use of the website for us and
to provide other services related to the use
of the website and of the internet. Where
required by law or where third parties process
this information on Adobe’s behalf, this infor-
mation may be transferred to third parties.
Under no circumstances will your IP address
be linked to other Adobe data. You may
refuse the use of cookies by selecting the ap-
propriate settings on your browser, however
please note that if you do this you may not be
able to use the full functionality of this web-
site. You can object to the data processing by
Adobe at any time with effect for the future.
You can find out more about the withdrawal
of consent to processing at

http://www.adobe.com/
privacy/opt-out.html
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Google Analytics, a web analysis service
offered by Google Inc. (1600 Amphitheatre
Parkway, Mountain View, CA 94043, USA;
“Google”). Google Analytics also uses cookies.
The information generated by the cookies
about your use of this website is usually
transferred to a Google server in the USA and
stored there. Your IP address will, however, be
shortened by Google within member states of
the European Union or in other states which
are party to the Agreement on the European
Economic Area. Only in exceptional cases will
the full IP address be transferred to a Google
server in the USA and shortened there. On our
behalf, Google will use this information to
evaluate your use of the website, to compile
reports on your website activities and to
provide us with further services related to the
use of the website and the internet. The IP
address transmitted by your browser within
the scope of Google Analytics is not com-
bined with other data from Google. You can
prevent the storage of cookies by adjusting
your browser settings accordingly. You can
also prevent the collection of data generated
by the cookies and related to your use of the
website (including your IP address) to Google
and the processing of this data by Google

by downloading and installing the browser
plugin available at the following link:

https://tools.google.com/
dlpage/gaoptout?hl=de

You got questions about DISH BONUS?
Write an email to: support-deu@dish.co
Go visit our Website: https://www.dish.co
Or just call us by phone: +49 211 9699980
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Processing of personal data during registration and

use of our services

Registration for our services

41

4.2

43

44
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Our website can be visited without registering a
user account.

However, registration is required to use our
services (see our General Terms and Conditions in
detail). After successful registration, a contract of
use for the services is entered into between you
and HD.

A registration form must be filled in to register for
our services. The form specifies the personal data
that are necessary for registration and those the
provision of which is optional.

After successful registration, you will receive an
email/SMS from us to the email address/mobile
phone number you provided. To confirm your
registration, you must click on the link contained
in the email/SMS.

The processing of the personal data referred to

in this section 4 is necessary for the preparation
and execution of the contract and the provision of
the services. The legal basis of this processing is
article 6, paragraph 1, sentence 1, letter b) GDPR.

Use of our services

51

We process the personal data that you have
provided during registration (see section 4) as well
as other personal data that you may provide us
with during the term of the contract (for exam-
ple, further information regarding your business
or information about how you use the services)

in order to be able to offer you the services, in
particular to provide you with the software and

to offer you consulting and other services. The
consulting services may include recommendations
on other services that may be useful in the context
of the Software.

5.2

53

54
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In order to be able to offer you the consulting ser-
vices, the personal data that you provide during
registration for our services (see section 4) as well
as during use will be processed by our partner
companies at your place of business (see section
1.1). The consulting services include, among other
things, services regarding the installation of the
loyalty Software, the best possible use of the Soft-
ware and how to best fit the Software into your
business model.

We and our partner companies also process your
personal data in order to send you information
relevant to the contract by email, SMS or by mail,
for example to arrange on-site visits to your prem-
ises which are necessary to provide the services, in
particular for consulting services (for example to
install the Cockpit Software).

Within the framework of the loyalty programs you
have opted for and agreed to the transmission

of the relevant data to the loyalty Partners. As
described in the terms and conditions, this may
include, among other things, information regard-
ing your restaurant and contact details.

The processing of the personal data referred to in
this section 5 is necessary for the preparation and
performance of the contract and for the provision
of the services. The legal basis of this processing is
article 6, paragraph 1 sentence 1 letter b) GDPR.

Customer analysis and marketing

6.1

Our partner companies will use the personal

data that you have provided during registration
(see section 5) as well as other personal data

that you may provide us with during the term of
the contract (for example, further information
regarding your business or information about your
use of the services) to check whether you already
have an existing contractual relationship with a
partner company (for example, because you are
an existing METRO/MAKRO customer, hereinafter
referred to as “partner contract”).

You got questions about DISH BONUS?
Write an email to: support-deu@dish.co
Go visit our Website: https://www.dish.co
Or just call us by phone: +49 211 9699980
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6.2 Inthe event of an existing contractual relationship
with a partner company, the partner company will
use your personal data to update and adapt your
existing customer master data as necessary and to
ensure the accuracy of the data.

6.3 Our partner companies will also process your
personal data to optimise the existing customer
relationship with you and to improve your cus-
tomer experience. This may include, for example,
recommendations on how best to use the services
in conjunction with other services you use (such
as advice on how to customise your menu based
on insights gained from using the services). For
this purpose, our partner companies may combine
personal data received under the partner agree-
ment with personal data received as a result of
the services.

6.4 We also use your personal data to analyse your
usage behaviour (e.g., how often you use the
software). This allows us to evaluate which com-
ponents of the services are particularly relevant
for you.

6.5 The processing of your personal data in accord-
ance with sections 6.1 - 6.4 is necessary (1) to per-
form the contract with you and to be able to offer
you the services and (2) is in our and our partner
companies’ legitimate interest. The legal basis is
both article 6, paragraph 1, sentence 1, letter b)
GDPR and article 6, paragraph 1, sentence 1, letter
f) GDPR. The processing serves our legitimate
interest in improving the services and offering you
the best possible customer experience.

6.6 Your personal data will only be used for direct
marketing via email/SMS or other electronic
communication channels if you have given your
consent. In this case the legal basis is article 6,
paragraph 1, sentence 1, letter a) GDPR.

o
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Further information on the processing of personal data
Joint Controller

We provide certain services together with our part-
ner companies in order to offer you the best possible
service (the partner companies that are Controllers of
your data are described in more detail in the Annex). In
these cases, we are joint Controllers, together with the
partner company for the processing of your personal
data. You can find further information here.

Contact
There are several ways you can contact us:

8.1 You can use the contact form on our website to
contact us for an inquiry. The personal data that
you enter in the contact form (your first and last
name, your email address and information on the
nature of your request) will only be processed to
answer your inquiry and only if you have clicked
on the “Send” button. In addition, your IP address
and the time of sending your inquiry will be
stored. The processing is generally carried out
on the basis of article 6, paragraph 1, sentence 1,
letter f) GDPR. The processing serves our legiti-
mate interest of being able to communicate with
you. If you contact us to enter into a contract or in
connection with an existing contract, the process-
ing will be carried out on the basis of article 6,
paragraph. 1, sentence 1, letter f) GDPR; if we are
legally obliged to reply, the processing will be
carried out on the basis of article 6, paragraph. 1
sentence 1, letter ) GDPR.

8.2 You can also contact us by phone or email. In
this case as well, only the personal data required
to answer your inquiry will be processed. The
processing is carried out on the same basis as
specified in section 8.1.

You got questions about DISH BONUS?
Write an email to: support-deu@dish.co
Go visit our Website: https://www.dish.co
Or just call us by phone: +49 211 9699980
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Recipients of personal data

9.1 In addition to our own employees and contractors

and the selected loyalty programmes, the recipi-
ents of your personal data may include:

e Technical service providers who support us,
for example, in sending emails or in the tech-
nical operation and hosting of the website;
we have entered into an agreement with
these service providers, acting as Processors,
which complies with the legal requirements
of article 28 GDPR.

*  Telecommunications and postal companies
which we use to communicate with you or
to send messages and goods; the legal basis
for this processing is article 6, paragraph 1,
sentence 1, letter b) GDPR, if the processing is
necessary to enter into a contract with you at
your request or to perform a contract; other-
wise article 6, paragraph 1, sentence 1, letter
f) GDPR, whereby our legitimate interest is
the efficient communication with you.

- Partner companies the consultancy services
of which we organise for you; the legal basis
for this processing is article 6, paragraph 1,
sentence 1, letter b) GDPR

«  External consultants such as lawyers (see also
section 9.3 or tax advisors; the legal basis for
this processing is (unless otherwise stated in
section 9.3, article 6, paragraph 1, sentence 1,
letter f) GDPR, and our legitimate interest lies
in being provided those consultancy services
that are necessary or appropriate for the
management of the company.

9.2 These recipients may be located both inside and

outside the European Union or the European
Economic Area. We ensure through contractual
agreements with the recipients that they process
personal data in accordance with the provisions of
GDPR, even in those cases in which the data pro-

9.3

9.4
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cessing takes place outside the European Union or
the European Economic Area in countries in which
an adequate level of data protection is otherwise
not guaranteed and for which no adequacy exists
in the view of the European Commission. For more
information on the existence of an adequacy
decision by the European Commission and on ad-
equate safeguards, and to obtain a copy thereof,
you can contact our Data Protection Officer at
privacy@ hd.digital.

If required to investigate on a potential abuse

of our services, for which a legal prosecution is
necessary or a legal obligation to disclose exists,
personal data will be forwarded to authorities (in
particular criminal prosecution authorities and tax
authorities), our legal defense and, if necessary, to
injured third parties. Data may also be transferred
to enforce our terms of use or other agreements
orif it is necessary as a result of a legal or official
order or a court order. The legal basis for this
processing is article 6, paragraph 1, sentence 1,
letter f) GDPR, for example if the disclosure is nec-
essary for a legal dispute; or article 6, paragraph
1, sentence 1, letter c) GDPR, if a legal or official
obligation exists. The data will be deleted as soon
as they are no longer necessary for the purpose
for which they were collected.

In case we transfer our rights and obligations

from the agreement of use with you to an affiliate
(for details, please see our relevant GTC), we will
transfer to such affiliate the information required
for the further performance of the contract or,
respectively, the exercise of legal rights and dis-
charge of duties. The legal basis for this is Article
6(1).

10 Deletion of personal data

We will store the data collected in connection with

the services until the contract between you and us
has been terminated (see our terms and conditions in

You got questions about DISH BONUS?

Write an email to: support-deu@dish.co
Go visit our Website: https://www.dish.co
Or just call us by phone: +49 211 9699980
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11

12

detail). If not otherwise regulated in this privacy policy,

your customer account will be automatically delet-
ed within 30 days after termination of the contract.
Insofar as we are legally obliged to keep certain data
collected in connection with your user account after
the termination of the contract, we will only delete
this data as soon as the legal retention periods have
expired.

Data security

We use technical and organisational measures to
ensure that the users’ personal data are protected
against loss, incorrect changes or unauthorised access
by third parties. To ensure secure data transmission,
this is done exclusively by means of “Transport Layer
Security (TLS)".

Your rights

As a Data Subject within the meaning of the GDPR, you
are entitled to the following rights:

e Theright to obtain information on data process-
ing and a copy of the processed data (right of
access, article 15 GDPR).

e Theright to demand the rectification of incorrect
data or the completion of incomplete data (right
of rectification, article 16 GDPR).

e Theright to request the erasure of personal data,
if the legal requirements are met, and, if the
personal data have been disclosed, to have the
other Controllers informed about the request for
erasure, if this is required by law (right to erasure,
article 17 GDPR).

e Theright to demand the restriction of data pro-
cessing (right to restriction of processing, article
18 GDPR).

e Theright to receive personal data in a structured,
commonly used and machine-readable format
and to request the transmission of such data to
another Controller (right to data portability, arti-
cle 20 GDPR).
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The right to object to data processing and to ob-
tain that data are no longer processed, if the data
processing is based on your consent or our legiti-
mate interests or those of a third party. This does
not apply if compelling reasons for processing can
be demonstrated which override your interests or
if your data are required for the establishment,
exercise or defence of legal claims (right to object,
article 21 GDPR).

The right to receive information on the essential
aspects about joint Controllers, from which the
roles and responsibilities of each Controller with
regard to the processing of personal data and the
mechanisms and procedures for exercising the
rights of Data subjects can be understood (article
28(2) GDPR).

The right to withdraw the consent given at any
time to prevent further data processing based on
your consent. The withdrawal has no influence

on the lawfulness of the processing based on the
consent given prior to the withdrawal (conditions
for consent, article 7 GDPR).

The right to consult our data protection officer on
all matters relating to the processing of your per-
sonal data and the exercise of your rights under
the GDPR (article 38 section 4 GDPR) or to lodge a
complaint with the relevant supervisory authority
if you believe that the data processing is in breach
of the GDPR (article 77 GDPR).

Status: October 2020 / AG
Dish Bonus_B2B_Privacy_V2_October_2020_en
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Cooperation Partner / Partenaire de coopération / Samenwerkingspartner / Socio de cooperacién / Suradnicki partner
/ Egyiittmiikodési partner / Partner di cooperazione / Partner wspoétpracy / MapTHep no cotpynHuuecTsy / isbirligi
Ortagi / NapTHep cniBpo6iTHMUTBa / Parceiro de Cooperacao / Partner pro spolupraci / Cooperation Partner

Austria

METRO Cash & Carry Austria GmbH
Metro Platz 1

2331 Vésendorf

Austria

Czech Republic

MAKRO Cash & Carry CR s.r.o0.
Jeremidsova 7/1249

15500 Praha 5

Czech Republic

Hungary

METRO Kereskedelmi Kft.
Budapark, Keleti 3

2041 Budadrs

Hungary

Poland

MAKRO Cash and Carry Polska S.A.
Aleja Krakowska 61

02-183 Warszawa

Poland

Russia

METRO Cash & Carry 000
Leningradskoye Shosse, 71 G, Bld. 2
125445 Moscow

Russia

Turkey

METRO Grosmarket Bakirkoy Alisveris
Hizmetleri Ticaret Sirketi Ltd. Sti.
Kocman Caddesi

34540 Gunesli-Bakirkoy (Istanbul)
Turkey

Belgium

MAKRO Cash & Carry Belgium NV
Nijverheidsstraat 70

2160 Wommelgem

Belgium

France

METRO Cash & Carry France SAS
5 rue des Grands Prés

92024 Nanterre Cedex

France

Italy

METRO Italia Cash and Carry S.p.A.
Via XXV Aprile, 25

20097 San Donato Milanese

Italy

Portugal

MAKRO Cash & Carry Portugal, S.A.
Rua Quinta do Paizinho, 1

Portela de Carnaxide

2794-066 Carnaxides

Portugal

Slovakia

METRO Cash & Carry Slovakia, s.r.o.

Senecka Cesta 1881
900 28 Ivanka Pri Dunaji
Slovakia

Ukraine

METRO Cash & Carry Ukraine Ltd.
43, Petra Grygorenka Street
02140 Kiev

Ukraine

Croatia

METRO C&C Zagreb d.o.o.
Jankomir 31

10090 Zagreb — Susedgrad
Croatia

Germany

METRO Germany GmbH
Metro-StraBe 8

40235 Dusseldorf
Germany

Netherlands

MAKRO Cash & Carry Nederland B.V.
Brokerage Path 50-52

1096 BA Amsterdam

Netherlands

Romania

METRO Cash & Carry Romania S.R.L.
Bulevardul Theodor Pallady 51N
Building C6, Frame A, Sector 3
Bucharest

Romania

Spain

MACRO Espaiia
Paseo Imperial, 40
28005 Madrid
Spain
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